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EXECUTIVE OVERVIEW

1.7 INTRODUCTION

Rarimo engaged Halborn to conduct a security audit on their smart contracts
beginning on December 12th, 2022 and ending on December 16th, 2022. The
security assessment was scoped to the smart contracts provided to the

Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided two weeks for the engagement and as-
signed a full-time security engineer to audit the security of the smart
contract. The security engineer is a blockchain and smart-contract se-
curity expert with advanced penetration testing, smart-contract hacking,
and deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

®* Ensure that smart contract functions operate as intended.

®* Identify potential security issues with the smart contracts.

In summary, Halborn identified some security risks that were accepted and
acknowledged by the Rarimo team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this audit. While manual testing is recommended to
uncover flaws in logic, process, and implementation; automated testing
techniques help enhance coverage of the code and can quickly identify
items that do not follow the security best practices. The following

phases and associated tools were used during the audit:
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® Research into architecture and purpose

Smart contract manual code review and walkthrough

Graphing out functionality and contract logic/connectivity/functions

(solgraph)

® Manual assessment of use and safety for the critical Solidity vari-
ables and functions in scope to identify any arithmetic related
vulnerability classes

® Manual testing by custom scripts

®* Scanning of solidity files for vulnerabilities, security hot-spots

or bugs. (MythX)

Static Analysis of security for scoped contract, and imported func-

tions. (Slither)

®* Testnet deployment (Brownie, Remix IDE, Ganache, Foundry)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk
assessment methodology by measuring the LIKELIHOOD of a security incident
and the IMPACT should an incident occur. This framework works for commu-
nicating the characteristics and impacts of technology vulnerabilities.
The quantitative model ensures repeatable and accurate measurement while
enabling users to see the underlying vulnerability characteristics that
were used to generate the Risk scores. For every vulnerability, a risk
level will be calculated on a scale of 5 to 1 with 5 being the highest
likelihood or impact.

RISK SCALE - LIKELIHOOD

Almost certain an incident will occur.

High probability of an incident occurring.
Potential of a security incident in the long term.

Low probability of an incident occurring.

- N wWw b~ O
|

Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.
4 - May cause a significant level of impact or loss.
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3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW

10 - CRITICAL

9_

7
5 -
3

- h O

HIGH

MEDIUM

LOW

VERY LOW AND INFORMATIONAL
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1.4 SCOPE

CODE REPOSITORIES:

Repository: evm-bridge
Commit ID: 8d5efd4072e7ced93f8c3400033684115d3b91f2
Smart contracts in scope:

contracts/bridge/Bridge.sol
contracts/bridge/proxy/UUPSSignableUpgradeable.sol
contracts/bundle/Bundler.sol
contracts/bundle/proxy/BundleExecutorImplementation.sol
contracts/bundle/proxy/BundleExecutorProxy.sol
contracts/handlers/ERC1155Handler.sol
contracts/handlers/ERC20Handler.sol
contracts/handlers/ERC721Handler.sol
contracts/handlers/NativeHandler.sol
contracts/interfaces/bridge/IBridge.sol
contracts/interfaces/bundle/IBundler.sol
contracts/interfaces/handlers/IERC1155Handler.sol
contracts/interfaces/handlers/IERC20Handler.sol
contracts/interfaces/handlers/IERC721Handler.sol
contracts/interfaces/handlers/INativeHandler.sol
contracts/interfaces/tokens/IERC1155MintableBurnable.sol
contracts/interfaces/tokens/IERC20MintableBurnable.sol
contracts/interfaces/tokens/IERC721MintableBurnable.sol
contracts/libs/Encoder.sol
contracts/tokens/ERC1155MintableBurnable. sol
contracts/tokens/ERC20MintableBurnable.sol
contracts/tokens/ERC721MintableBurnable.sol
contracts/utils/Hashes.sol

contracts/utils/Signers.sol

10
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IMPACT

2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL

HIGH

0

(HAL-04)

(HAL-05)

LIKELIHOOD

(HAL-02)

(HAL-03) (HAL-01)
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SECURITY ANALYSIS

HAL-@1 - SELFDESTRUCT DEPRECATION

HAL-02 - BUNDLE IMPLEMENTATION IS
PRONE TO DOS

HAL-03 - REMAINING TOKENS ARE NOT
RECOVERED AFTER BUNDLE DESTRUCTION

HAL-04 - LACK OF RE-ENTRANCY
PROTECTION

HAL-05 - FLOATING PRAGMA

HAL-06 - ZERO ADDRESS NOT CHECKED
AFTER CREATE2 EXECUTION

HAL-@7 - USE CUSTOM ERRORS INSTEAD
OF REVERT STRINGS TO SAVE GAS

HAL-08 - USE OF INLINE ASSEMBLY

HAL-09 - MISSING ZERO ADDRESS CHECK

RISK LEVEL REMEDIATION DATE

Medium RISK ACCEPTED

Medium RISK ACCEPTED

Medium RISK ACCEPTED

RISK ACCEPTED

RISK ACCEPTED

NOT APPLICABLE

ACKNOWLEDGED

NOT APPLICABLE

ACKNOWLEDGED

12
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FINDINGS & TECH DETAILS

3.1 (HAL-01) SELFDESTRUCT
DEPRECATION - MEDIUM

Description:

The BundleExecutorProxy smart contract executes self-destruct opcode in
order to destruct the smart contract and sending the remaining ether back
to the bridge.

Following the recent EIP-6049, the self-destruct opcode will be depre-
cated, and hence, modifying the functionality of this opcode. Moreover,
this EIP warns against its usage.

Code Location:

17 function destroy() external {
18 address bridge_ = _BRIDGE;
19
20 assembly {
21 if iszero(eq(caller(), bridge_)) {
22 revert (0, 0)
23 }
24
25 selfdestruct(caller())
26 }
27 }

Risk Level:

Likelihood - 4
Impact - 3

14
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Recommendation:

It is recommended to stop using this opcode in order to avoid broken
functionalities in the future.

Reference:

EIP-6049: Deprecate SELFDESTRUCT

Remediation Plan:

RISK ACCEPTED: The Rarimo team accepted the risk of this finding. The
Rarimo team stated:

“We are aware of this and it only warns against the usage. 1In the
backward compatibility” section, the EIP clearly (rather poorly) states,
this EIP updates non-normative text in the Yellow Paper. No changes to

clients is applicable.”

15
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3.2 (HAL-02) BUNDLE IMPLEMENTATION
IS PRONE TO DOS - MEDIUM

Description:

The BundleExecutorImplementation smart contract performs several external
calls in a loop, this pattern adds an extra dependency for a successful
execution of the transaction, since each external call should not revert
or consume the remaining gas.

This condition might lead to a denial-of-service (DOS) attacks, since a
malicious smart contract could revert the transaction after executing a
revert or draining the remaining gas.

In this case, this issue does not pose a high risk since the Bridge smart
contract is using a try-catch statement to avoid blocking the assets
transferred in the transaction, but a DOS attack would block executing
the rest of the actions specified in a bundle.

Code Location:

14 for (uint256 i = @; i < contracts_.length; i++) {

15 (bool success_, ) = payable(contracts_[i]).call{value: values_
L [il}(data_[il);

16

17 require(success_, "BundleExecutorImplementation: call reverted
L)

18 }

16
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Proof Of Concept:

1 function testDOS() {

2 bundleExecutorImplementation.execute(anyBundleData);
31}
Risk Level:

Likelihood - 2
Impact - 4

Recommendation:

If possible, it is highly recommended to use pull over push strategies
for these situations.

Remediation Plan:

RISK ACCEPTED: The Rarimo team accepted the risk of this finding. The
Rarimo team stated:

"The bundle workflow is intended. The DOS might only affect the funds of
the exact user who executed this bundle, yet this user would be the one
who created the bundle as well. Basically, it is on the user’s shoulders
(and front end) to correctly assemble the bundle.

Moreover, the try-catch logic will remedy the situation in the case of
user errors or dedicated DOS."

17
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3.3 (HAL-03) REMAINING TOKENS ARE
NOT RECOVERED AFTER BUNDLE
DESTRUCTION - MEDIUM

Description:

The BundleExecutorProxy smart contract oversees making delegate calls to
the BundleExecutorImplementation smart contract. After a successful exe-
cution, BundleExecutorProxy smart contract is destroyed by the execution
of its destroy function, transferring back its balance of ether to the
bridge by executing selfdestruct.

Therefore, if a bundle aiming to transfer tokens such as ERC20, ERC721 or
ERC1155 does not transfer all the specified tokens in the bundle, these
remaining tokens would keep associated to the destroyed account instead
of getting transferred to the bridge since selfdestruct function only
transfer ether.

Code Location:

Listing 4: contracts/bundle/Bundler.sol (Line 32)

23 function _bundleUp(Bundle calldata bundle_) internal {

24 address payable executor = payable(

25 new BundleExecutorProxy{salt: bundle_.salt}(
26 bundleExecutorImplementation,

27 address (this)

28 )

29 )

30

31 BundleExecutorImplementation(executor).execute (bundle_.bundle)
Lo

32 BundleExecutorProxy (executor).destroy();

33 %}
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17 function destroy() external {
18 address bridge_ = _BRIDGE;
19

20 assembly {

21 if iszero(eq(caller (), bridge_)) {
22 revert (o, 0)

23 }

24

25 selfdestruct(caller())
26 }

27 }

Proof Of Concept:

1 function testRemainingFunds () {

2 bundleExecutor.destroy();
3}
Risk Level:

Likelihood - 3
Impact - 3
Recommendation:

It is recommended to verify whether the deployed smart contract has
tokens associated to transfer them back to the bridge before destroying
the contract.

Remediation Plan:

RISK ACCEPTED: The Rarimo team accepted the risk of this finding. The
Rarimo team stated:

19
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"The described logic is also expected. We would have left the native
tokens on the same proxy address, however, selfdestruct(payable(address
(this))) basically burns ether, so we are sending it back to the bridge.
This approach is safe because the proxy address gets determined with
tx.origin salt, so no one would be able to steal not their own funds.

The checks for @ tokens withdrawals will be discarded to simplify the
process of proxy recreation.”

20
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3.4 (HAL-04) LACK OF RE-ENTRANCY
PROTECTION - LOW

Description:

The NativeHandler, ERC721Handler, ERC1155Handler and BundleExecutorImplementation

smart contracts perform several arbitrary external calls without caring
about recursive calls to its functions.

It is known that calling external contracts is dangerous if some functions
and variables are called after the external call. An attacker could use
a malicious contract to perform recursive calls, taking over the control
flow.

In the case of BundleExecutorImplementation smart contract, executing
recursive calls to execute function would drain the smart contract’s
balance but, at the same time, it would also mean reverting the transaction
since the rest of the external calls in the loop should use the drained
ether by specifying it as value argument.

By the other hand, in NativeHandler, ERC721Handler and ERC1155Handler

smart contracts, an attacker would require of a valid signature to
perform recursive calls to withdraw functions since after every execution
the originHash is blacklisted avoiding more than one usage.

Therefore, despite not posing a risk to scoped smart contracts, it is worth
to avoid this code patterns since they could be dangerous and implement
countermeasures such as locks/mutex in order to avoid unintended recursive

calls to smart contract’s functions.

21
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Code Location:

14 for (uint256 i = @; i < contracts_.length; i++) {
15
L
16
17 require(success_, "BundleExecutorImplementation: call reverted
L")

18 }

42 function _withdrawNative(bytes calldata tokenData_, address

L, receiver_, bool) internal {

43 uint256 amount_ = _decodeNativeTokenData(tokenData_);

44

45 require(amount_ > @, "NativeHandler: amount is zero");

46 require(receiver_ != address(@), "NativeHandler: receiver is
L, zero");

47

q{
Ly

49

50 require(success_, "NativeHandler: failed to send eth");

51 }

66 IERC721MintableBurnable erc721_ = IERC721MintableBurnable (token_);
67

68 if (isWrapped_) {

69 erc721_.mintTo(receiver_, tokenId_, tokenURI_);

70 } else {

~
—_
|

22
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73 IERC1155MintableBurnable erc1155_ = IERCI1155MintableBurnable(
L, token_);

75 if (isWrapped_) {

76 ercl155_.mintTo(receiver_, tokenId_, amount_, tokenURI_);

77 } else {

78 ercl1155_.safeTransferFrom(address(this), receiver_, tokenId_,
L, amount_, "");

79 }

Risk Level:

Likelihood - 1
Impact - 4

Recommendation:

It is recommended to protect against reentrancy attacks by using a mutex
mechanism as mentioned above. OpenZeppelin has its own mutex implemen-
tation called ReentrancyGuard which provides a modifier to any function
called nonReentrant that guards the function with a mutex against the

recursive calls.

Remediation Plan:

RISK ACCEPTED: The Rarimo team accepted the risk of this finding. The
Rarimo team stated:

“The code is indeed re-entrant, however, there are no benefits for the
attacker to actually execute the . would just increase the execution
cost.”

23
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3.5 (HAL-05) FLOATING PRAGMA - LOW

Description:

Smart contracts use the floating pragma "0.8.9. Contracts should be
deployed with the same compiler version and flags that they have been
tested with thoroughly. Locking the pragma helps to ensure that contracts
do not accidentally get deployed using, for example, either an outdated
compiler version that might introduce bugs that affect the contract system
negatively or a pragma version too new which has not been extensively
tested.

Code Location:

Listing 11: contracts/*

pragma solidity *0.8.9;

Risk Level:

Likelihood - 1
Impact - 3

Recommendation:

Consider locking the pragma version with known bugs for the compiler
version by removing the caret (*) symbol. When possible, do not use
floating pragma in the final live deployment. Specifying a fixed compiler
version ensures that the bytecode produced does not vary between builds.
This is especially important if you rely on bytecode-level verification
of the code.

Remediation Plan:

RISK ACCEPTED : The Rarimo team accepted the risk of this finding

24
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3.6 (HAL-06) ZERO ADDRESS NOT
CHECKED AFTER CREATE2 EXECUTION -
INFORMATIONAL

Description:

The Bundler smart contracts make use of CREATE2 opcode to deploy a proxy
smart contract in a pre-computable address by specifying the salt argument
during the deployment.

This opcode can return zero address whether an error occurs during the
construction of the smart contract or a smart contract has been already
deployed in the pre-computed address. In the latter case, the same salt
and deployment bytecode should be used.

Code Location:

Listing 12: contracts/bundle/Bundler.sol (Lines 22-24)

20 function _bundleUp(Bundle calldata bundle_) internal {
21 address payable executor = payable(
22 new BundleExecutorProxy{salt: bundle_.salt3}(
23 bundleExecutorImplementation,
24 address(this)
25 )
26 )
27
28 BundleExecutorImplementation(executor).execute (bundle_.
L, bundle);
29 BundleExecutorProxy (executor).destroy();
30 3
Risk Level:

Likelihood - 1
Impact - 1

25
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Recommendation:

It is recommended to verify whether CREATE2 has been executed successfully
by checking if the returned value is different from the zero address.

Remediation Plan:

NOT APPLICABLE: The Rarimo team stated that this issue is not applicable,
since the high-level solidity salted creation reverts in case of failure.

26
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3.7 (HAL-07) USE CUSTOM ERRORS
INSTEAD OF REVERT STRINGS TO SAVE
GAS - INFORMATIONAL

Description:

Failed operations in this contract are reverted with an accompanying
message selected from a set of hardcoded strings.

In the EVM, emitting a hardcoded string in an error message costs ~50
more gas than emitting a custom error. Additionally, hardcoded strings
increase the gas required to deploy the contract.

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

Custom errors are available from Solidity version ©0.8.4 up. Consider
replacing all revert strings with custom errors.

Remediation Plan:

ACKNOWLEDGED : The Rarimo team acknowledged this issue. The Rarimo team

will consider using custom errors in the future.

27
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3.8 (HAL-08) USE OF INLINE
ASSEMBLY - INFORMATIONAL

Description:

Inline assembly is a way to access the Ethereum Virtual Machine at a
low level. This discards several important safety features of Solidity,
and the static compiler. Since the EVM is a stack machine, it is often
hard to address the correct stack slot and provide arguments to opcodes
at the correct point on the stack. Solidity’s inline assembly tries to
facilitate that and other issues arising when writing manual assembly.
Assembly is much more difficult to write because the compiler does not
perform checks, so the developer of the contract should be aware of this

warning.

Code Location:

20 assembly {

21 if iszero(eq(caller (), bridge_)) {
22 revert (o, 0)

23 3}

24

25 selfdestruct(caller())

26}

30 assembly {

31 calldatacopy (@, @, calldatasize())

32

33 let result_ := delegatecall(gas(), implementation_, @,
L, calldatasize(), @0, @)

34

35 returndatacopy (@, @, returndatasize())

36

37 switch result_

28
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38 case 0 {

39 revert (@, returndatasize())
40 3
41 default {
42 return(@, returndatasize())
43 }
44 3}

Risk Level:

Likelihood - 1
Impact - 1

Recommendation:

The contracts should avoid using inline assembly because it interacts
with the EVM (Ethereum Virtual Machine) at a low level. An attacker

could bypass many essential safety features of Solidity.

Remediation Plan:

NOT APPLICABLE : The Rarimo team acknowledged this issue.

considers this issue as an intended.

The Rarimo team

29
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3.9 (HAL-09) MISSING ZERO ADDRESS
CHECK - INFORMATIONAL

Description:

The Bridge smart contract is missing the zero address validation in crit-
ical setters such as changeSigner and changeBundleExecutorImplementation

functions. It is possible to configure signer and bundleExecutorImplementation

fields to point to the zero address, which may cause issues with
contract execution.

Code Location:

195 function changeSigner (address newSigner_, bytes memory signature_)
L. external {

196 _checkSignatureAndIncrementNonce (_getAddressChangeHash(
L, newSigner_), signature_);

197

198 signer = newSigner_

199 }

01 function changeBundleExecutorImplementation (

202 address newImplementation_,

203 bytes memory signature_

204 ) external {

205 _checkSignatureAndIncrementNonce (_getAddressChangeHash (
L, newImplementation_), signature_);

206

207 bundleExecutorImplementation = newImplementation_;

208 }

30
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Risk Level:

Likelihood - 1
Impact - 1

Recommendation:

Consider adding a check to ensure signer and bundleExecutorImplementation

addresses are different from the zero address.

Remediation Plan:

ACKNOWLEDGED : The Rarimo team acknowledged this issue. The Rarimo team
will fix the issue in the future.

31
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AUTOMATED TESTING

4.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of
certain areas of the smart contracts in scope. Among the tools used was
Slither, a Solidity static analysis framework. After Halborn verified
the smart contracts in the repository and was able to compile them
correctly into their ABIs and binary format, Slither was run against the
contracts. This tool can statically verify mathematical relationships
between Solidity variables to detect invalid or inconsistent usage of the
contracts’ APIs across the entire code-base.

Results:

Nativetandle:

address, bool) (contracts/handlers/NativeHandler. sol#42-51) sends cth to arbitrary user

hdramative(
1s

ver_) .call{value: amount_}() (contracts/handlers/NativeHandler. soli18)

Referance: http: /5Uither /wiki/Detector-Docunentat ion#Funct ions-that-send-sther—to-arbitrary-destinations

Contract Locking sthar found:

Una-u) has payable functions:
L13-15)

it doos not have a function to withdraw the ather

P——"
ERC196TUpgrade._upgradaToAndCallUupS (addrass, bytes, bool). slot.(noda. 1 1892) is a local variable never initialized
Roforence: fonduninitiali i
bytes, bool) (nods i 165-74) ignores return value by Add i o, data) (nod
grade. sol#72)
bytes, bool) (nod i 1481-99) ignores return value by i i > Cnod
67Upgrade. 501#92-96)

ddress, bytes, bool) (node. i /4-184) ignores return value by Address. functi Tgeacon(newBeacon). i fon(), data) (node_s
te/prory/ERCI981/ERCI98 pgrade. so\nlﬂ)
Refer i

Bundler. _Bundler_init(address).b _ / S0l#19) lacks a zero-chack on

Signers._signers_init(ac
— signer
Bridge
~ signer
Bridge n_ ( s 501#202) lacks a zero-check on

s014267)

BundleExecutorProxy. c 501#8) lacks a zero-check on

w x S01#9)
ictor(address, address).bridge_ (contracts/bundle/p: ndleExecutorProxy. sol#8) lacks a zero-check on
bridge_ (contracts/bundle/proxy/BundleExecuto: )

b. con/crytic/sLither/wiki/Detector-Docunentationts

BundleExecutorProx

Reference: https:/, ng-zero-address-validation

BundloExecutorTaplenentation. exacute(bytes) (contracts/bundle/proxy/BundleExecutorTnplenentation.sol#8-19) has external calls inside a loop: (success_) = address(contracts_[1]).callivalue: values_[i]}(data_[i]) (contracts/bundle/proxy/BundleExecutorTnplencntation. sol#1

Reference: https://github.con/crytic/slithor/niki/Detector-Docunentation/#calls-inside-a-loop

nodules/e: /contracts /proxy/ERC1967/ERC196TUpgrads. S0l
daclaration: require(bool,string _IWPLEMENTATION_SLOT, ERC1967Upgrade: unsupported proxiabl
e (o CDSA.501#62)" in ECDSA. tryRecover(bytes32, byl

ERC1967Upgrade. a110UPS(address, bytes, bool) (node_nodules/@openzeppel 1967/ERC1967Up
enzeppelin/contract //ERC1967/ERC196TUpgrade.
) (node_nodules/gopenzeppelin/contracts/utils/cryptography/ECDSA

86) potentially used before declaration: r = alo

o soL#79)
ither/wiki/Detsctor A e ety

string,bool) (contracts/handlers/ERC1155Handler . SoL#16-46)

#31)
/handlers/ERC26Handler . sol433)

dlo_bundle, netmork_, receiver_, isWrapped_) (contracts/handLers/ERC20HandLer . soL#36-11)
undlar. Bandle, string, string,bool) (Fontracts/handLers/ERCT21HandLer- soL#16-43)

o_.salt..encode(
t256

rof )
=5(this), tokanid_) (contracts/handlers/ERCT21Handler. sol#31)

salt.encoda(), bundlo_.. bundle, notwork_, receivar._, isWrappad.) (contracts/handLers/ERCT21MandLer . so1#34-42)

~ bop 1d_
Refarance: mevpes/ atehub.con/crye e/ LiEhes nitd/oetector-Documemietiompreanetancy..

Address. vrifyCal WRosul(bool, bytes, string) (node.podules/GapanzappeLin/contracts/utiL/Addres:
=/fopenzeppelin/contract: -216)

01#201-221) uses assenbly

e (by
~ INLINE ASH (nods. m
storageslot
LT ATNE oh Caode_medete
sl byt

i )
(tils/Storages =)

Lot

(tils/Storages

s/utils/storageslot..s

tils/Storageslot. sol#86-82)

CDSA. 501#57-86) uses assenbly
7)

1

, 81)
iontHash(bytes32, bytes32) (node sol#58-64) uses assenbly
contracts/util

S 63
AT P
st s/bundle/pr oxy/Bundlocxecutorprosy . s01420-26)

C

S0L#29-45) uses assenbly
bandia/scon Bisdtabiece 30-44)
e et e o e e e et et LT O
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AUTOMATED TESTING

Different versions of Solidity are used
- Version used: [10.8.0", '0.8.1", "0.8.2, "0.8.9']

- %0.8.0 (noda. 1 Lea)
- %6.8.2 (node_s 1967/ de. soL#4)
- %0.8.0 (noda._ TBoacon. sol#4)
- %0.8.2 (node_s o
2 20.8.0 Crodes 1)
- %0.8.0 (no TERC1155. 5
- *0.8.0 (noda mdu\es/gupqnzeppelm/cun(racts/tol«an/[ﬂ()ISS/IER(JISSRG(M\/@:' soliu)
- %0.8.0 (no o )
o b ey /eRc Sy
7 75.8.0 (node_noduLes/gopenzeppeLin/eontracts/Soken/SRC20/1ERCE0-4cL#)
- 0.8.6 (node_s /ERC20/ut i)
- %0.8.0 (node_ ntracts/ 1/1ERCT21. solik)
- 0.8.6 (node_ ERCran/ TeRczin )
- %0.8.0 (node_s ntracts/ 1/utils/ERCT21Holder . sol#)
- 0.8.1 (node_s i i)
- %0.8.0 (node_s o)
- 0.8.6 (node_s Lo
- %0.8.0 (noda_ i DsA. sol#4)
- %6.8.0 (node_s solin)
- %6.8.0 (noda._ i i 165. sol4)
- %6.8.0 (node_s 165. o)
- %0.8.9 (contracts/bridge/Bridge. sol#2)
- %0.8.9 ( 1
- %6.8.9 (contracts/bundle/Bundler. sol42)
- %0.8.9 ( 142)
- 0.8.9 (contracts/bundle/proxy/BundleExecutorProxy. sol#2)
- %0.8.9 (contracts/handlers/ERC1155HandLer . sol42)
- 0.8.9 (contracts/handlers/ERC26Handler. soli#2)
- %0.8.9 (contracts/] 5/ERCT21Hand e . soL#2)
- 0.8.9 (contracts/handlers/NativeHandler. soli#2)
- %0.8.9 (contracts/interfaces/bridge/IBridge. sol#2)
- 0.8.9 (contracts/interfaces/bundle/IBundler..so
- %0.8.9 (contracts/intarfaces/handLors/TERC1155HandLor . s01#2)
- 0.8.9 (contracts/interfaces/handlers/IERC26Handler . so1#2)
- %0.8.9 (contracts/interfaces/handlers/IERCT21HandLor . 50142)
- %6.8.9 (contracts/interfaces/handlers/INativeHandler. sol#2)
~rel8l9 ( TERC 162)
- %0.8.9 ( TeRe 1
- %0.8.9 ( TeRCT21M 142)
- %0.8.9 (contracts/Libs/Encoder. sol#2)
- %6.8.9 (contracts/utils/Hashes. sol#2)
- %0.8.9 (contracts/utils/Signers.soli2)
Reference: hi prag
Address. functionCall(address, bytes) (node.s i i L#85-57) s never used and should be renoved
£256) (node._ 1 14114-126) is never used and should be removed
= Secaladdress bytes) Crodes i i1s/Add T e e B A
Add: 1 Caddress byt Cnode_ is nover used and should be renoved
a 14#66-65) is never used and should be removed
EcoSh.rocover (bytes32, bytés32, bytes3) | Crodes DSA.so4136-138) is naver used and should ba renoved
) (node. is never used and should be removed
ECOSA. s s i Sy 215) is never used and should be renoved
EcosA. bytes32) (node._s 64) is never used and should be removed
bytes32) (noda. oS- so\ 227 229) s nover used and should bo rencved
ERC1155Handles (bytes) 1155Handler .s01#82-95) is never used and should be
ERC1967U ) (node. i 1967/ERC1967U) e —
ERC1967Upgrade. _getAdnin() (node_s 1967/ERC1967Upgrade. s01#116-118) is never used and should be removed
ERC196Upgrade ,gatkacun() (node_s i 1967/ERC d is never used and should be removed
) (node_s 1967/ d -126) is never used and should be renoved
upgrade. [ 1967/ERC1967Upgrad is never used and should be removed
ERC1967Upgrade. 11(address, bytas, bool) (node. 1967/ERC196 pgrade . soL#174-164) 15 never used and should be renoved
_getERC #(bytes) 20Handler. 501#76-84) is never used and should be removed
ERCT21bandLer._getERCT21Tokendataleaf(bytes) (contracts/handLers/ERCTa1Handler .sol#75-85) s never used and should be renoved
it node_ 501#129-131) is never used and should be romoved
Peciaprect veuiy[bytesaz[] bytes32, bytes32) (node. 501#27-33) is never used and should be removed
F(bytes) e e
FoR TERC26, adds 74258 Crodecs i /ERC26/utils/SaFeERC20. sol445-58) is never used and should be removed

SafeERC20. safeDecreaseAllonance(TERC20, address, uint256) (node_nodules/@openzeppelin/contracts/token/ERC20/utils/SafeERC20.501#69-86) is never used and should be removed
SafeERC20.safeIncraaseALlovanca(TERC20, address, uint256) (nods_modules/gopnzsppoLin/contracts/token/ERC20/utils/SafocRC20. sol466-67) is never used and should be renoved

r (node_s ~74) s never used and should be removed
t Tot.getui (node_s i 1#79-83) is never used and should be removed
t ing(uint256) (node_s f L ) Ce i) ) i
t int256, uint256) (node. i ils/sts 1456-66) is never used and should be removed
t (node_ 1s/st 1415-38) is nover used and should be rencved
Reference: https://github
Pragna version®0.8.6 (node_s i 1622, s01#4) allons old versions
Pragna version®0.8.2 (node. 1967/ #4) allows old versions
Pragna version0.8.0 (node_s Tgeacon prir) allows old versions
Pragna version®0.8.2 (node_s ils/ #4) allons old versions
Pragna version®0.8.6 1#4) allows old versions
Pragna version®0.8.6 (node_modules/@openzeppelin/contracts/token/ERC1155/TERCI155. sol#4) alloms old versions
Pragna version®0.8.0 (node_modules/@opanzeppelin/contracts/token/ERC1155/IERC1155Raceivar . sol#) allons old versions
Pragaa vars1on"0.8.0 (node_sodles/GapanzappaLin/contracts/token/SRC115S/ut 1/ ERCI15Bolder- sol48) allows old versions
Pragna version®0.8.6 (nod 5/utils/ERCLLSSR 124) allows old versions
B o D 00 (o T o o r T (T ey STy e T 3) s b ooty
Pragas varsion"0.6.9 (node_sodulas/Gopanzeppalin/contracts/token/SRC20/utils/SsfaERC20.sola) allows old versions

e version0.8.6 (node_sodules/dopenzappalin/contracts/token/ERCT21/ERCT21 sol#4) allows ld var

Pragna version®0.8.0 (nod 90 allons old versions
Pragna version®0.8.6 (nede nmdu\es/@npenzeppél)n/cuntracls/tuken/ER(’Hi/ut)lSIERC’YZJHnlder sol#4) allos old versions
Pragna version®0.8.1 (nod Ulons old versions
Pragea version#0.8.0 (noda.s i 1#4) allows old versions
Pragna version®0.8.0 (node_modul 2 184) allons old versions
Pragna version®0.8.6 (node_s zo128) alToms ol var=ions

Pragna version®0.8.6 (node_s i #4) allons old versions

Pragna version®0.8.6 (node_s i e eota1) a1 Loms] ovd vecatons

Pragna version®0.8.0 (noda. LERCI65. 30144 allows old versions

Pragna version0.8.9 (contracts/bridge/Bridge.sol#2) allows old versions

Pragna version®0.8.9 1#2) allons old versions

Pragna version®0.8.9 (contracts/bundle/Bundler.sol#2) alloms old versions

Pragna version®0.8.9 i 3llons ol varsions

Pragea versiond.8. (contracte,/bundLe/presy,BundLebsecutorProny. sol92) aitove old versi:

Pragna version®0.8.9 (contracts/handlers/ERC1155HandLer. sol#2) allons old versions

Pragna version®0.8.9 (contracts/handlers/ERC26Handler.s0l#2) alloms old versions

Pragna version®0.8.9 (contracts/handlers/ERCT21Handler. s0l42) alloms old versions

Pragna version®0.8.9 (contracts/handlers/NativeHandler.sol#2) allos old versions

Pragna version®0.8.9 (contracts/interfaces/bridge/Ibridge.sol#2) allows old versions

Pragna version®0.8.9 (contracts/interfaces/bundle/IBundler.sol#2) allows old versions

Pragna version®0.8.9 (contracts/interfaces/handlers/IERCI15Handler. sol#2) alloms old versions

Pragna version®0.8.9 (contracts/interfaces/handlers/IERC26Handler..sol#2) allows old versions

Pragna version®0.8.9 (contracts/interfaces/handlers/IERC721Handler. 501#2) alloms old versions

Pragna version®0.8.9 ( s01#2) alloms old versions

Pragna version®0.8.9 ( i tokens/TERCY 12) allows old versions

Pragna version®0.8.9 ( i cens/TERC20MS 1#2) allows old versions

Pragna version®0.8.9 ns/IERCT21Mi 1#2) allows old versions

Pragna version®0.8.9 (contracts/Libs/Encoder. sol#2) allows old versions

Pragna version®0.8.9 (contracts/utils/Hashes. sol#2) allows old versions

Pragna version®0.8.9

r: (contracts/utils/Signers.sol#2) allows old versions
Reference: hi ithub.. i i i

Low Level. call in Add dValue(add ) (no L60-65)
- success) = recipiont. callivalue mount10) (r\ode s/Add: 1463)
Low level call in Address.fi tring) (node._ i iLs/Adds 14128-139)
e TR TOE tirget Al fvatuo: vatuc) (asta) Crodss A 1s/Address. sol#137)
Low lovel call in Addmss . functionstaticCall (address bytes,string) (node. i 1s/Add:
= taticcall(data) (node_s 1s/Add: #164)
Low Tovel Solt 2o Raarorn: ﬂmct)unbelegatecﬂl(address bytes, string) (node_ 14184-193)
7 Csuccoss,rotumdata) = targot.dalogatocall(data) (rode- 1 1#101)
Lom Lovel call byt ion. soL#8-19)
~ (success_) = address(contracts. m) ci\\{va\uq mm L3} esta (31 1415)
Lom level call in fati * ol42-51)

~ (success_) = address(receiver.). e foetua: et 10> (cuntracts/hand\erS/NanveHind\er R
Reference: https://github.

Variable se1f (node. 5 1923) i< not in miredcase
Function oridge (address, addross, string) 1-38) 55 ot in mixedcase
Fenction Bundior— Burgior Anst(abieetsd Coonbracteundto/BundLur Sessio-21), 1s net. In wixedca
varisblo IwpLEnENTATION o145) 15 not in miedcase
varisble “entoce 116) ix no. in misedce
parancter Encodor. 3+ bytes, TBundlor. BundLo, bytes32, st et 1912) s not in mixedcase
Function Signers._Signers ) 15/ LS 17285 5 mot 35 pivediars
Referance: https://github,
Variable _IMPLEMENTATION .sol#5) is too similar to \dds ) - (
variable “twpLencimATION 50145) is too sinilar to = 5
Referance: htps://github,
sundler. 1#35-56) uses Literals with too many digits:
B bytas)Cab address(this), salt. typeC 3
)
Referance: hetps://github, g

® All the re-entrancy issues were checked individually, and those not

described above in the report do not pose any risk.

contract is destroyed after its execution.
®* No major issues found by Slither.

Contract locking ether issue is a false positive since this smart



THANK YOU FOR CHOOSING

// HALBORN
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